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Activity: Any Activity Allowed Under Banking Law 5411.

S.K.A.L.A. (SON KULLANICI ANALIZ ARACI) KULLANICI SOZLESMESI
S.K.A.L.A. (END USER ANALYSIS TOOL) USER AGREEMENT

I-Taraflar:

isbu Sézlesme Kuveyt Tiirk Katiim Bankasi A.S. (bundan
sonra Banka olarak anilacaktir) ile Sozlesmeyi Banka
tarafindan sunulan elektronik ortam, platform, yazilim ya da
uygulamalar tzerinden onaylayarak Sézlesme hukimlerini
kabul eden Banka misterisi (bundan sonra MUsteri olarak
anilacaktir) arasinda akdedilmigtir.

II-SKALA Hakkinda Bilgilendirme

1) SKALA, Prodaft Siber Guvenlik Teknolojileri A.S.
(bundan boyle kisaca “Firma” olarak anilacaktir) tarafindan
gelistirilmis olan ve kullanicilara anilan Firma tarafindan
sunularak, isletimesi, yonetilmesi, bakim ve onarimi Firma
tarafindan saglanan bir glivenlik yaziimidir.

2) Firma, SKALA ile kullanicilarin telefon, tablet,
dizUstl bilgisayar veya masaustl bilgisayar gibi bankacilik
urtin ve hizmetlerini kullandigi cihazlarinda (bundan sonra
Cihaz olarak anilacaktir), banka hesaplarina ya da
bankacilikla ilgili verilerine yetkisiz kigilerin erigsimine sebep
olabilecek ve dolayisiyla maddi kayiplarina yol acabilecek
zararl yazilimlar bulunup bulunmadigini anlik olarak tespit
ederek, Bankaya bildirmektedir.

3) Firma, SKALA yaziliminin yiklendigi Cihazlari,
SKALA vasitasiyla tarayarak Cihazdaki zararll yazilim
iceren uygulamalari tespit etmekte ve bunlari Banka'ya
bildirmektedir. Banka da Firma’dan iletilen bu zararli yazilim
bildirimini Musteriye iletecek ve Musterinin internet ya da
mobil bankacilik uygulamalarinin bu zararli yazilimdan
etkilenmemesi igin 0nlem almasini isteyecektir. MUsteri bu
bildiim sonrasi internet ya da mobil bankacilik
uygulamalarinin guvenligi igin her tarli 6nlemi almayi kabul
etmistir. Bu sekilde bir zararll yazilim bildirimi yapiimasi
halinde Banka, Misterinin mobil sube, mobil bankacilik ve
internet bankaciligi kanallarini isleme kapatabilecektir.

4) Firma, SKALA araciligiyla Mdsterinin ~ mobil
bankacilik uygulamalarini kullandi§i android tabanli telefon
ya da tabletlerinde, Cihaza yUkl bitin uygulamalarin isim
bilgilerini; 10S tabanli telefon ve tabletlerinde ise Cihazin
jailbreak (root) yapilip yapilmadigi (diger ifadeyle Cihazin
normal yapisinda bir bozulma olup olmadigi) gibi genel
bilgilerini; dizustu ya da masaustu bilgisayarlar ve sair
elektronik  cihazlar ~ Uzerinden internet  bankaciligi
uygulamalarini kullanan musgterilerin ise sessionlD ve
clientlP  bilgilerini  kendi sistemlerine bu Sdzlesme
hikimlerine gore inceleyerek, Cihaz iginde zararli yazilim
olup olmadigini tespite galisacaktir.

I-The Parties:

This agreement has been entered into by and between
Kuveyt Turk Katilim Bankasi A.S. (hereinafter referred to as
the “Bank”) and the Bank’s customer who accepted the
conditions set forth herein by approving this Agreement on
an electronic platform, software program or application
provided by the Bank (hereinafter referred to as the
“‘Customer”).

ll-Information about SKALA

1) SKALA is a security software program developed by
Prodaft Siber Gulvenlik Teknolojileri A.S. (hereinafter
referred to as the “Company”), provided by the Company to
users, and operated, managed, maintained and repaired by
the Company.

2) By using SKALA, the Company detects in real time
whether or not a telephone set, tablet, laptop computer or
personal computer (hereinafter referred to as the “Devices”)
by means of which a user uses any product or service of the
Bank contains any malware that may enable an
unauthorized person to gain access to that user's bank
accounts or banking data and that may cause the user to
suffer any material loss, and reports its finding to the Bank.
3) By using SCALA, the Company scans the Devices
in which SKALA was installed, detects the malware installed
in them, and notifies those malware to the Bank. The Bank
will receive a malware notice from the Company, send that
notice to the Customer, and ask the Customer to take
precautions to prevent his/her online or mobile banking
applications from being affected from that malware. The
Customer agrees to take all kinds of precaution to secure
his/her online or mobile banking applications after receiving
such malware notice. In case the Bank sends such malware
notice to the Customer, the Bank will be entitled to suspend
the mobile branch, mobile banking and online banking
channels of the Customer.

4) By using SKALA, the Bank will check the name
details of all the applications installed in the Customer’s
Android-based telephone set or tablet, or whether the
Customer’s 10S-based telephone set or tablet has been
made jailboreak (root) (i.e. whether or not the normal
structure of the Device has broken down in any way), or the
sessionID and clientlP data of the Customer’s laptop or
personal computer or other electronic device, through which
the Customer uses mobile banking applications, in
accordance with the terms specified in this Agreement, and
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lll-Kullanima Dair Sartlar

isbu Sézlesmenin onaylanmasi halinde SKALANIn
kullanimina iligkin  olarak asagidaki sartlar Musteri
tarafindan kabul edilmis olacaktir:

1) Musteri bu Sozlesmeyi onaylayarak SKALA’nin
Cihazina yuklenmesini kabul etmektedir. Sdzlesmenin
onaylanmasindan sonra Musterinin kullandigi mobil ya da
internet bankaciligi uygulamasina ve dolayisiyla Misterinin
anilan uygulamalarin kurulu bulundugu Cihazlarina SKALA
yuklenecekir.

2) Musteri IOS ya da Android 8.1 ve sonrasi
versiyonlarinin yuklu oldugu Cihazlar kullaniyorsa; mobil ya
da intemet bankaciligini kullanmaya basladi§i anda SKALA
programi, Cihazlari tarayacak ve Mlsterinin android tabanli
Cihazlarinda, Cihaza yuklu batin uygulamalarin isim
bilgilerini; 10S tabanli Cihazlarda, Cihazin jailbreak(root)
yapilip yapiimadigi (diger ifadeyle Cihazin normal yapisinda
bir bozulma olup olmadigi) gibi genel bilgilerini; dizisti ya
da masaustu bilgisayarlar ve sair elektronik Cihazlarda ise
Musterinin ve Cihazin sessionID ve clientIP bilgilerini alarak,
elektronik platformlar izerinden Banka'ya iletecektir.
Musterinin Cihazlarinda Android 8.0 ve dncesi versiyonlar
yukliyse, SKALA programi bankanin sundugu mobil ve
internet bankaciligi uygulamalari kapaliyken de yukarida
zikredilen taramalari yapacak ve Banka'ya yine yer alan
bilgileri iletecekir.

3) Banka, SKALA programi tarafindan kendisine
iletilen bu verileri, bunlar Gzerinde herhangi bir islem ya da
kontrol gerceklestirmeksizin Firma sistemlerine aktaracaktir.
4) Firma, SKALA tarafindan yapilan tarama sonucu
alinan verileri inceleyecektir. Bu inceleme sonucunda Cihaz
icinde Musterinin banka hesaplarina iligkinin bilgilerinin
yetkisiz tglincu kisilerin eline gegmesine neden olabilecek
zararl yazilimlar tespit etmesi halinde Firma, bu durumu
Bankaya bildirecektir. Banka da, bu bildirime istinaden
Musteriye zararli yazilim bildiriminde bulunacaktir. Musteri
bu bildirim Uzerine cihazinin sififanmasi da dahil olmak
uzere Cihazinin guvenligi icin gerekli dnlemleri almakla
yukumladur. Bu sekilde bir zararli yazilim bildirimi yapilmasi
halinde Banka, Musterinin mobil sube, mobil bankacilik ve
internet bankaciligi kanallarini isleme kapatma yetkisini
haizdir. Musteri, Banka'nin bu yetkisini kullanmasina itiraz
etmeyecegini kabul ve taahhlt etmistir. MUsteri, anilan
mobil ve internet bankaciligi kanallarinin tekrar agiimasi igin
Bankaya muracaat hakkina sahiptir.

5) Masteri, bu Sozlesmeyi onaylamakla, SKALA
programinin, Cihazlarinda yukarida anilan tarama
islemlerini gerceklestirmesini, tarama sonucu tespit ettigi
uygulama ismi, jailbreak bulgulari, sessionlD ve clientIP
bilgileri gibi, programin zararli yazilim tespit fonksiyonunu ifa
edebilmesi i¢in gerekli bilgi ve bulgularin Banka sistemlerine
ve Banka tarafindan da Firma'ya aktariimasini talep ve
kabul etmektedir.

the Bank will try to find out whether the Device contains any
malware.

lll-Conditions of Use

If the Customer approves this Agreement, he/she will be
considered to have accepted the conditions described below
and governing the use of SKALA:

1) The Customer agrees the installation of SKALA in
his/her Device by approving this Agreement. After this
Agreement has been approved, SKALA will be installed in
the mobile or online banking application used by the
Customer and, consequently, in the Customer’s Device in
which the said application was installed.

2) If the Customer uses a Device running on |OS or
Android 8.1 or later, SCALA will scan the Device the moment
the Customer has started to use his/her mobile or online
banking application and will check the name details of all the
applications installed in the Customer's Android-based
telephone set or tablet, or whether the Customer’s 10S-
based telephone set or tablet has been made jailbreak (root)
(i.e. whether or not the normal structure of the Device has
broken down in any way), or the sessionID and clientIP data
of the Customer’s laptop or personal computer or other
electronic device, and send those data to the Bank through
an electronic platform.

If the Customer’s Device runs on Android 8.0 or an earlier
version thereof, SCALA will perform the scans described
above even when the Customer’s mobile or online banking
application is turned off, and send those data to the Bank.
3) The Bank will receive the above mentioned data
from SKALA and send them to the Company’s system
without processing or checking them in any way.

4) The Company will check the data it has received
from SKALA after the said checks have been performed. If
the Company finds out that the Device contains a malware
which may enable an unauthorized third party person to gain
access to the Customers bank account details, the
Company will notify the situation to the Bank. Upon receiving
such notice, the Bank will send a malware notice to the
Customer. Upon receiving such malware notice, the
Customer will be obliged to take the precautions needed to
secure his/her Device including resetting his/her Device. In
case the Bank sends such malware notice to the Customer,
the Bank will be entitled to suspend the mobile branch,
mobile banking and online banking channels of the
Customer. The Customer agrees and undertakes not to
object the Bank'’s use of its above mentioned authorization.
The Customer has the right to apply to the Bank for
reactivation of his/her suspended mobile branch, mobile
banking and online banking channels.

5) By approving this Agreement, the Customer asks
and agrees the SCALA application to perform the scan
described above in his/her Devices and to transfer the
resulting application name, jailoreak findings, sessionlD,
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6) Firma, SKALA programinin etkin isleyebilmesi igin
program Uzerinden kendisine aktarilan bu verileri kendi
sistemlerinde isleyebilecek, muhtemel zararli yazilim
bilgileri ile  karsilastirabilecek, bunlarin  yedeklerini
alabilecek ve bunlari saklayabilecektir. Musteri Banka ve
Firma’'nin anilan bilgi veya verileri bu sekilde islemesine,

saklamasina ve birbirine  aktarmasina  muvafakat
etmektedir.
7) SKALA, zararli yazilimin Cihaza yiklenmesini

onleyen bir program veya yaziim degildir. Misteri
Cihazinda SKALA ylklenmis olmasi, Cihazin zararl
yaziimlardan korunacagi anlamina gelmeyecektir. Bu
nedenle Misteri, Cihazina zararli yazilimlar yiikienmemesi
icin gerekli Onlemleri almaktan bizzat sorumludur. Bu
anlamda Musteri, kaynadi belirsiz internet sitelerine
girmemek, tanimadigi kisi, kurum ya da kaynaklardan
kendisine gonderilen bildirim, bilgi talebi, Uyelik davet,
Ucretsiz ya da dustk meblagl mal ya da hizmet satiglari,
hediye, promosyon vaadlerini kabul etmemek, bunlari
onaylamamak ya da bunlarla iletisim kurmamak, kumar,
bahis, porno igerikli siteler gibi yasadisi icerik ya da
uygulamalara girigler yapmamak ve sair zararli yazilimlarin
yUklenmesine yol acabilecek islemlerden uzak durmakla
yukamldar.

8) Cihazin gerek fiziki ve gerekse yazilim agilarindan
her tlrlu guvenliginin saglanmasindan, viris, trojan gibi
zararli unsurlardan korunmasindan munhasiran Musteri
sorumludur.  Musteri,  Cihazinin ~ ve  bankacilik
uygulamalarinin  herhangi  bir Gglncl  kisinin  eline
gegmemesi ya da erigsimine aglimamasi icin tim glvenlik
tedbirlerini almaya devam edecektir. Misteri, Banka
tarafindan kendisine verilmis olan sifre, parola gibi
bankacilik uygulamalarina giris ya da guvenlik bilgilerini,
yine kendisine ait kimlik bilgilerini, kisisel verilerini ve sair
bilgileri tGglncl kisilerle paylagmayacaktir. SKALA'nin
Musterinin Cihazina yliklenmis olmasi, Mlsterinin yukarida
anilan yakamldlUklerinin sona erdigi ya da azaldigi anlamina
gelmeyecektir.

9) SKALA, Musterinin Cihazindaki banka hesaplari ya da
bankacilik uygulamalarina iliskin her turli zararli yazilimi
tespit etme garantisi sunmamaktadir.  Dolayisiyla
SKALA'nin Cihaza yiklenmis olmasi, Cihazdaki musteri
hesap bilgileri ya da bankacilik uygulamalarina iligkin her
turll  zararll yazihmin tespit edilebilecegi anlamina
gelmemektedir. Misteri Cihazinin korunmasi igin gerekli
guvenlik o6nlemlerine riayet etmezse, Cihazina zararli
yazilim yuklenebilecek ve hesap bilgileri Gglncu kisilerin
eline gegebilecektir. Bu tir durumlarda yetkisiz ve kotu
niyetli Gguncu kisiler Musteri hesaplarindaki nakit, kiymetli
maden ya da menkul kiymetleri baska hesaplara transfer
ederek Musterinin maddi kayiplara ugramasina neden
olabilecektir. Bu nedenle SKALA'nin yiklenmis olmasina
ragmen Musterinin Cihazinda zararl yazilimlar bulunmasi

clientID, and the information and findings it needs to perform
its function to detect malware to the Bank's systems, and the
Customer asks and agrees the Bank to transfer the said data
to the Company.

6) The Company may process the data transferred by
SCALA to its system, compare them with possible malware
data, back them up, and store them to ensure SKALA to run
in an efficient way. The Customer permits the Bank and the
Company to process, store and transfer the above
mentioned information and data as described above.

7) SKALA is not a program or software that prevents
malware from being installed in the Device. The fact that
SCALA was installed in the Customer’s Device will not mean
that the Device will be protected from malware. Therefore
the Customer is responsible for taking the precautions
needed to prevent malware from being installed in his/her
Device. For this purpose the Customer is obliged not to visit
websites of unknown origin; not to accept, approve or
communicate with regard to any notice, request for
information, invitation to register as a member, offer to buy
any product or service free of charge or at a low price, gift or
promotions; not to visit any website containing such illegal
contents or applications as gamble, betting or pornography,
and to keep away from steps that may install any malware
in his/her Device.

8) The Customer is exclusively responsible for taking
all kinds of security measure in both physical and software
terms for his/her Device and for protecting his/her Device
from such malicious things as viruses, trojans, etc. The
Customer will keep on taking the security measures needed
to prevent his/her Device and banking applications from
being captured or accessed by third parties. The Customer
will not disclose such banking application log-in or security
information allocated to him/her by the Bank and his/her
identity details, personal data and similar information to third
parties. The fact that SKALA was installed in the Customer’s
Device will not mean that the above mentioned obligations
of the Customers have ended or decreased.

9) SKALA does not guarantee to detect all kinds of
malware in the bank accounts or banking applications
installed in the Customer’s Device. Therefore, the fact that
SKALA was installed in the Customer’s Device will not mean
that it will be able to detect all kinds of malware in the
Customer’s bank account details or banking applications. If
the Customer fails to take the measures necessary to
protect his/her Device, some malware may install itself in
his/her Device and his/her account details may be captured
by third parties. In this case an unauthorized and malicious
third party may transfer some cash, precious metal or
securities from the Customer’s accounts to other accounts
and cause the Customer to suffer a material loss. Therefore,
the Customer will be exclusively liable for the losses he/she
may suffer because of a malware installed in his/her Device
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ve bunun tespit edilmemis olmasi hallerinde de MUsterinin
maruz kalacag! zararlarindan sadece Musteri sorumludur.
Musteri bu nedenlerle Banka ya da Firmanin bir sorumlulugu
bulunmayacagini kabul etmistir.

10)  SKALA sadece mobil ya da internet bankacilig
sistemlerine yetkisiz erisime neden olabilecek zararli
yazilimlari taramak amaciyla gelistirilmis bir yazimdir; bu
nedenle Musteri Cihazindaki diger zararli yazilimlari
taramayacak, tespit etmeyecek ve bildirmeyecektir.

11)  SKALA’nin yazilim ve kullanim haklarina iliskin her
tirli sorumluluk Firma'ya aittir. SKALA’nin  MUsterinin
Cihazinda neden olacagi sorun ve zararlardan da Firma
sorumlu olacaktir. Musteri bu kapsamda Banka'dan bir
talepte bulunmayacagini kabul etmistir.

12) Firma, zaman zaman SKALA (zerinde bakim,
onarim ve guncellestirme calismalari yapabilecek olup, bu
anlarda SKALA'nin galismamasi s6z konusu olabilecekir.
Yine SKALA'nin Msterinin Cihazlarina uyumlu olacagina
dair bir garanti de verilememekte olup, Musteri Cihazindaki
teknik Ozellikler nedeniyle SKALA'nin ¢alismamasindan
dolayr Banka ya da Firmanin sorumlulugu olmayacakir.
IV-SKALA Kullanma izni

SKALA, Firma'ya ait bir yaziim olup, Firma ile Banka
arasinda akdedilen sOzlesmeler uyarinca bu yazilimin
kullanma izni Banka'ya verilmigtir. Banka da bu izne
istinaden SKALA'ya kendi Musterilerine kullandirmaktadir.
Buna goére SKALA sadece Musterinin Cihazindaki
Banka’nin sundugu internet ya da mobil bankacilik
uygulamasinin bir eklentisi olarak kullanilabilecektir.

Bu S6zlesme Msteriye, SKALA Uzerinde herhangi bir fikri
ya da sinai mulkiyet hakki veya bu kapsamda bir mali ya da
manevi hak verildigi anlamina gelmemektedir. Misterinin
SKALA Uzerinde higbir hak ve yetkisi bulunmamaktadir.
V-Bankacilik Hizmetleri S6zlesmesi ile Baglanti

isbu Sézlesme, Banka ile Miisteri arasindaki Bankacilik
Hizmetleri S6zlesmesi (BHS)'nin eki ve ayriimaz bir parcasi
hikminde olup, bu Sozlesmede dizenlenmeyen her
konuda BHS hiikiimleri uygulanacaktir.

VI-Sozlegmenin Siiresi ve Sona Ermesi

Musteri SKALA'yi isbu Sézlesmenin yirirlikte kaldi
strece kullanabilecek olup herhangi bir nedenle bu
S6zlesmenin ya da BHS'nin sona ermesi halinde SKALA
programi da kullanilamayacaktir.

and notdetected by SCALA despite the fact that SKALA was
installed in his/her Device. The Customer agrees that
neither the Bank nor the Company may be held liable for
such loss.

10)  SKALA is a software program developed only for
the purpose of scanning malware which may lead to
unauthorized access to mobile or online banking systems;
therefore it will neither scan, nor detect, nor report any other
malware in the Customer’s Device.

11) Al kinds of responsibility for the software and
utilization rights of SKALA remains with the Company. The
Company will also be responsible for problems and
damages which SCALA may cause the Customer’s Device
to suffer. The Customer agrees not to claim anything from
the Bank with regard to such problem or damage.

12)  The Company may perform maintenance, repair or
update work on SCALA time to time, so that SKALA may not
run during such work. It is not guaranteed that SCALA will
support the Customer’s Device, so that neither the Bank nor
the Company will be responsible for SCALA’s failure to run
because of the technical properties of the Customer's
Device.

IV-License to use SKALA

SCALA is a software program owned by the Company, and
the Company has licensed the Bank to use it under the
agreements entered into by and between the Company and
the Bank. The Bank permits its customers to use SCALA
under the above mentioned license. Therefore SCALA may
be used only as part of the online or mobile banking
application installed by the Bank in the Customer’s Device.

This Agreement does not grant the Customer any
intellectual or industrial property right, any financial right or
any moral right of SCALA. The Customer holds no right or
power whatsoever on SCALA.

V-Relation with the Banking Services Agreement

This Agreement is an annex and integral part to the Banking
Services Agreement (BHS), and the matters not specified in
this Agreement will be subject to the conditions set outin the
BHS.

VI-Term and Termination

The Customer will be allowed to use SCALA as long as this
Agreement remains valid, and not be entitled to use SCALA
if this Agreement or the BHS is terminated due to any
reason.

Misteri / Customer:

ONAYLIYORUM. / APPROVED.
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